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Processes Recap

- Everything that runs on a computer is a process
- Mostly - “threads” are kind of like lightweight processes inside a larger one

- Processes in Linux are hierarchical — every process has a parent

- We have tools like "ps", "pstree", and "top"

- The shell allows foreground, stopped, and background processes
- We can send signals to processes with the "kill" command
- Signals have default actions, and can usually be caught or ignored by a process
e.g. for cleanup steps

- In code: fork(), exec() (family of similar functions), wait()
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Processes in Windows

- Windows generally says “task” rather than “process”

- Generally a hierarchy of parent and child processes

- Running as different users

- In code: CreateProcess(), WaitForSingleObject(), CloseHandle()

- https://learn.microsoft.com/en-us/windows/win32/procthread/processes-
and-threads
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Monitoring Processes in Windows

- Task manager is the unified user interface for monitoring processes in
Windows

- You can bring task manager by right clicking in the task bar and selecting the
task manager in the context menu.

- Typical view:
- Monitor resource usage e.g.
- CPU
- Memory
- Disk
- Network
- GPU
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Process States in Windows

The Details tab of Task Manager shows the process states.

{2 Task Manager - o x
File Options View

Processes Performance App history Startup Users Details Services |

Name PID  Status Username  CPU Memory (ac.. UACvirtualizati..
[ AbtSngSvc.exe 18324 Running 00 7,020k

] AbtSvcHost_exe 24280 Running 00 5668K |
B3 Acrobatexe 28276 Running tiayybariaz 00 1204K Disabled

B3 Acrobatexe 17352 Running tiayybariaz 00 132K Disabled

(83 Acrobatexe 16764 Running tiayyba.riaz 00 1620K Disabled

B3 Acrobatexe 20192 Running tiayybariaz 00 2208K Disabled

[ AcrobatNotificationC.. 584  Suspended tiayybariaz 00 0K Disabled

= 22248 Running tiayybariaz 00 3108K Disabled

¥ AcroCEF.exe 20084  Running tiayyba.riaz 00 2,600K Disabled

58 AcroCEF.exe 25632 Running tiayyba.riaz 00 388K Disabled

£ AcroCEF.exe 25952 Running tiayybariaz 00 496K Disabled

£ AcroCEF.exe 2119  Running tiayybariaz 00 1976 K Disabled

58 AcroCEF.exe 23836 Running tiayyba.riaz 00 724K Disabled
&)AdobeCollabSyncexe 8364  Running tiayybariaz 00 236K Disabled
&jAdobeCollabSyncexe 5772 Running tiayybariaz 00 1660K Disabled

[ AdobeNotificationCli.. 18588 Suspended tiayybariaz 00 0K Disabled

[ AdobeUpdateService.. 5144  Running 00 268K

] AGMService.exe 5184 Running 00 12K

[]AGSSenvice.exe 5668  Running 00 92K

& aomhost6d.exe 464 Running tiayybariaz 00 2088K Disabled

&) ApplicationframeHo... 19256  Running tiayybariaz 00 120K Disabled

4 AppsAnywhereexe 11176 Running tiayybariaz 00 14244 Disabled

[#] AppsAnywhereUpdat.. 5136  Running 00 5816K .

Fewer details End task
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Process Control in Windows

- Whenever an application is started,
a process is created.

- This can be viewed in the task
manager
- Right clicking on the process name
shows actions that can be taken on
the specific process. This
includes(among others):
- End task
- Set Priority
- Set Affinity
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Name
diTeamsexe

@ firefoxe
@ firefoxe
@ firefoxe
@ firefoxe
£ svchost.

| Acrobat
| Acrobat
| Acrobat
| Acrobat
£ AcroCEl

£ AcroCEFexe

£ AcroCEF exe

i AcroCEFexe

{22 Task Manager

File Options View

PID
29940

J& SearchProtocolHoste.. 8568
SearchFiltarbinctova 15720

End task
End process tree
Provide feedback
Set priority
Set affinity
Analyze wait chain
UAC virtualization
Create dump file
Open file location
Search online
Properties
Go to service(s)
20084
25632
25052
211%
23836

& AdobeCollabSyncexe 8364
& AdobeCollabSyncexe 5772

Fewer details

Status

Running
Running
Running

oeoeeeeoeeeT

Running
Running
Running
Running
Running
Running
Running

Processes Performance App history Startup Users Details Services

User name
tiayybariaz
tiayybariaz

tiayybariaz
tiayybariaz
tiayybariaz
tiayybariaz

tiayybariaz

tiayybariaz
tiayybariaz
tiayybariaz
tiayybariaz
tiayybariaz
tiayybariaz
tiayybariaz
tiayybariaz
tiayybariaz
tiayybariaz
tiayybariaz
tiayybariaz

CPU Memory (ac.

00
00
()

15,648 K
1708K
4484 K
6968 K
6844K
6816K

10,596 K
118K
4764 K
8296K
4552K
1384K

956K
1728K
3088K
3236K
2712k
1140K
1152K
2672K
1512K

780K
1732K

UAC virtualizati.. ~
Disabled
Disabled

Disabled
Disabled
Disabled
Disabled

Disabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

End task
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Managing Processes Using PowerShell

- Windows PowerShell provides the following commands for managing process.
Get-Process Get a list of running Windows processes
Start-Process Start a process/program

Stop-Process Forcibly stop (kill) a process
Debug-Process | Debug a process

Wait-Process Wait until a process ends
- Monitoring processes using Get-Process

3 22048
15408
5532
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Managing Processes Using PowerShell

Momtormg a speaﬁc process using Get-Process

:\Users\tiayyba.ri

Handles NPM(K) PM(K) ( ProcessName
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a.
a.
a.
a.
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Managing Processes Using PowerShell

Stopping a specific process using Stop-Process
Users\tiayyba.ri Stop-Process

hWUsershtiayyba.ri
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Summary — Same as Last Class

- Process management is an important component of every operating system.

- As users, we should monitor the processes for better system performance.
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